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European Digital Sovereignty

EXECUTIVE SUMMARY

The digital economy is expected to add 1.1 percentage points to the European Union’s annual
economic growth and to boost GDP by over 14 percent by 2030. That implies an extra €2 trillion
of GDP by 2030, which is similar to Italy’s current GDP.
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European Digital

Sovereignty

In short, Europe today does not have access to the four elements required to thrive in the digital

economy. One result is that Europeans are largely dependent on foreign digital technology
companies. In 2019, the market capitalisation of the four biggest US and four biggest Chinese
tech companies was 17 times the market capitalisation of the top 10 EU telcos.

There are four important ways in which Europe can begin to recover digital sovereignty and form
a basis for its digital economy to grow.

1.

© Oliver Wyman

Join forces to build 5G infrastructure. First, costs should be spread, and investments should
be targeted at areas that are likely to boost industrial competitiveness. For 5G, that means
operators together building an interoperable European open radio access network (O-RAN) —
a new way of building RANs, based on software infrastructure. Operators should be able

to form focused alliances with industries in which Europe leads, such as the automotive,
healthcare, and energy sectors. Bigger, well invested shared networks allow mobile operators
to compete on services whilst pooling resources in infrastructure, avoiding duplication of
efort. These groupings could trigger the development of clusters of laboratories around
Europe that form islands of technology innovation. Governments and the EU could allow tax
breaks and let telecom companies issue “digital bonds” under favourable conditions. They
should take into account the benefts of such groupings in the development of new products
and services and amend competition policy accordingly. And specifc 5G regulations should
be designed to guarantee that transmitted data is secured and regulated in Europe.

Build a European distributed cloud and edge infrastructure. A second essential
component of the digital future is the development of new services based on a distributed
cloud and edge infrastructure largely available, and based on European rules on topics

such as data storage and processing. Strengthening and accelerating European secured

and distributed cloud, such as Gaia-X, the Franco-German initiative, is essential. This would
enable data infrastructure and services that comply with strict data protections rules.
Allowing Europe to form a wide coalition of industrial companies which ofer a broad range of
digital services.

Develop an industrial data strategy. A third pillar is an industrial strategy for data. This
needs a new legal and regulatory framework. One condition is regulation that protects data
as property, just as a house is protected. Also needed is a standard, EU-wide defnition of
sensitive data and the rules governing the storage and processing of this data. The General
Data Protection Regulation (GDPR) was a step forward for individuals; similar rules and
principles are now needed for data used in business-to-business interactions. In addition,
pan-European data alliances that enforce data portability rights can create new arenas for
data and distributed Al at the edge. Then, data will be increasingly stored in Europe, and both
individuals and organisations should be able to obtain secured European sovereign digital
identities. Further, European education must also evolve to give greater importance to digital
skills, such as artifcial intelligence and cybersecurity.

Develop a European cyber leader. Fourthly, Europe needs leading-edge cyber technology.
A frst step is links between the defence and private sectors, which could mobilise defence
budgets and build cyber products for both military and civilian use. European companies
should be encouraged to form alliances so as to mutualise assets and share data. Some of
this could be made systematic potentially through a central organisation such as CERT-EU,
the computer emergency response team for the EU institutions and agencies. Europe should
also create a leading cybersecurity campus, as well as European cyberproof labels to raise
awareness of cybersecurity and encourage the development of capabilities.
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Achieving digital sovereignty and increasing the scale of Europe’s digital industry will be costly —
probably more than €500 billion, according to our calculations: €130 billion for 5G; €200 billion to
build a distributed cloud and edge infrastructure; €100 billion to boost artifcial intelligence; and
€100 billion to improve cybersecurity defences. The funds will have to come from both public and
private sources. If spent judiciously, they could propel Europe’s digital economy forward much
faster than is currently projected. These investments will lead to the creation of high valueadded
jobs and can help shorten the gap in digital skills while feeding a virtuous circle.

5G represents a technological turning point, and Europe has a chance to change the structure of
the digital world and achieve digital sovereignty. Success will need rapid, large-scale action —
and, while investing more will be important, it will not be su®cient. To succeed, the EU must
develop a path aligned with its values of cooperation and security and rely on its digital assets,
the most notable being telecom operators.
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Data growth goes hand-in-hand with the creation of jobs, some of which will be very well paid.
Currently, Europe is short about 500,000 data scientists and analytics experts, a gap that is
expected to double by 2025.5

The value of the EU data economy — considering the direct, indirect, and induced impacts of
the exploitation® of data — will double by 2025, according to IDC. In 2018, the EU data economy
represented 2.4 percent of GDP (€380 billion), and it is expected to reach between 4.2 percent
and 6.3 percent by 2025. The value generation will not only come from traditionally data-
intensive companies and sectors. Data is being increasingly used in industries such as mining
and manufacturing to automate operations and create new products and services.

Exhibit 1: Global digital information created per annum
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Source: IDC Data Age 2025 report, Oliver Wyman analysis

5 IDC: European Data Market Update Smart 2016/0063.

6 Includes the generation, collection, storage, processing, distribution, analysis elaboration, delivery, and exploitation of data
enabled by digital technologies.
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Exhibit 2: Total impact of the data economy per industry in the European Union
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Use case #2
Remote
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Exhibit 4: European data sovereignty

° e o

B )

| - | -
Algorithms and Huge and quality datasets Secure storage
computational resources With fair rules for access Governed by European laws
For ready-to-deploy solutions and use
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THE NEXT DIGITAL WAVE: EUROPE, THE US AND CHINA

DIGITAL INVESTMENT AND SKILLS

Europe is a major player in the world economy, generating about a quarter of global output?,

as measured by GDP. Europe is also home to some of the world’'s most important industrial
enterprises, including major vendors of 5G equipment, large automotive companies, and leading
telecom players. However, Europe is lagging the United States and China in digital technology.

One reason is that European companies do not invest as much as their foreign rivals. European
enterprises on the list of the world’'s 500-largest tech companies invested a total of €27 billion in
tech research and development in 2018. That was half as much as the Chinese companies on the
list, which invested €50 billion; and one-ffth of the amount invested by US companies on the list —
€134 billion.® (Europe and the US have similar GDPs, while China’s is about 70 percent the size.)
Overall, the top four US tech companies and the top four Chinese tech frms invested over

€270 billion in R&D from 2014 to 2018.%°

European venture capital investments were about a ffth of those of the US and China relative

to GDP in 2018.** These lower investments in tech innovation have resulted in a lag in cloud
infrastructure and hardware manufacturing. Similar gaps are observed in privateequity
investments in artifcial intelligence: Worldwide, about 80 percent are in US and Chinese
companies, and just 8 percent in European.'? At the same time, both the US and China are
investing substantial public funds in Al. The US budget for 2020 alone, for example, was close to
€2 billion, including spending by the Department of Defense. The European Union is planning to
invest a mere €2.5 billion in Al from 2021 to 2027 — though that fgure is just for EU funds and
does not include funds from member-state governments.

8 World Bank: GDP values in 2018 — European Union ~$18.78 trillion and Global ~$85.91 trillion.
9 European Commission: “The 2019 EU Industrial R&D Investment Scoreboard”.

10 Capital 1Q: GAFA and BATX R&D investments 2014 to 2018.
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Exhibit 5: Digital capabilities scorecard
US, China, and the European Union
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China’s quick deployment is thanks partly to its capacity to efect changes that speed up the
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Overall, Europe has invested 40 percent less per capita in its telecoms networks than the US over
the past decade. A major reason is the fragmentation of its market. Ninety European operators
serve 445 million inhabitants?’, while in the US four operators serve 320 million inhabitants.?® As
a result, the European sector has been losing appeal for investors, which, in turn, short-circuits

© Oliver Wyman
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Exhibit 7: End-to-end data journey
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Amid these growing risks, Europe faces a shortage in its workforce's cyber skills, resulting from
a misalignment between formal education and private-sector requirements and from a lack of
nonformal training opportunities. The number of unflled cybersecurity jobs has grown by more
than 50 percent since 2015%, and today around 60 percent of small and medium businesses
lack the skills® to ward of cyber threats. As a result, many IT systems are insecure; corporations
have limited ability to assess their cybersecurity; and there is a skills gap between attackers and
defenders. The problem will likely become more severe in the near term.

Al and machine learning have the potential to prevent, detect, and respond to cyberattacks. And
5G is potentially more secure than 4G, as its 256-bit encryption can cover more data. But humans
are the weakest link. Around 80 percent of data breaches are associated with the interface
between humans and technology — such as when sensitive documents are sent to unintended
recipients, a member of staf falls for a phishing attack, or unauthorized users access corporate
devices. Password practices are another common risk.

Unfortunately, these risks do not decrease with more stringent protocols, as employees tend to
become noncompliant, especially in organisations that view cybersecurity only as an IT problem.

© Oliver Wyman
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THE COST OF DIGITAL SOVEREIGNTY

€530 billion over fve years

Digital sovereignty for Europe will come at a cost — in the region of €530 billion. This investment
should be supported by politics, regulators, and industry leaders. The deployment of 5G in major
urban areas and along major railways and roads in the EU will cost about €130 billion, according
to an Oliver Wyman estimate.* Based on investments by US tech giants, we estimate that
building a scaled European cloud infrastructure will cost about €200 billion.

Major improvements in Al — to make efective use of data — will need about €100 billion

in investment over the next fve years to match the level of investments from other region.
Cybersecurity — to provide a safe data ecosystem — also needs about €100 billion over the next
fve years: The US government budget for cybersecurity is close to €20 billion®$; China spent

€7 billion on cybersecurity in 2019, and this is expected to grow at about 25 percent a year.®” For
the EU, €100 billion is equivalent to about a tenth of member states’ combined defence budgets.

These investments will lead to the creation of high value-added jobs and can help shorten the
gap in digital skills while feeding a virtuous circle.

A DIGITAL ACTION PLAN FOR EUROPE

35 Oliver Wyman.
36 Whitehouse: Cybersecurity funding.
37 Xihuanet: China to lead global cybersecurity market growth in next fve years.
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Exhibit 8: Key European actions required

Joining forces to build 5G infrastructure

* Build an open, interoperable O-RAN
infrastructure based on a common framework,
a fair business model

» Focus on vertical industries where Europe leads,
develop an island of connectivity for large-scale
testing and learning

 Design fit-for-purpose 5G regulation leveraging
the “5G security toolbox” to ensure that data
transmitted by 5G is secured

» Support infrastructure creation by providing
funding, offering tax breaks, facilitating the
issuance of long-term debt, and allowing
consolidation under certain conditions

Develop a data industrial strategy

* Harmonise physical and digital European rights
by applying the same rules to the digital world
as to the physical one; enable the creation of
safe “data homes”

* Harmonise regulatory frameworks by defining
sensitive data and setting up rules for B2B
data interactions

« Foster pan-European data alliances and use
standards to enforce data portability rights

« Store data in Europe, and encourage the use of
European domain names, so that everyone has
a sovereign digital identity

Source: Oliver Wyman analysis

Build a European cloud and edge infrastructure

* Support a pan-European project to deploy a
distributed cloud and edge infrastructure, by
drawing lessons from past coalitions and
potentially building on Gaia-X

« Study different regulation possibilities to
guarantee European data confidentiality
and privacy

« Coordinate tax systems to meet the challenges
of the digital economy

Develop a European cyber leader

e Link European defense budgets and
cybersecurity to fund cyber technologies with
both military and civilian applications

» Support voluntary data sharing for cybersecurity
purposes, potentially leveraging the CERT-EU

* Build a European cyber campus to attract,
educate, and retain the best talent and combine
cyber and Al skills

 Build European standards such as cyber-proof
labels to promote European cyber capabilities
and raise awareness

JOIN FORCES TO BUILD 5G INFRASTRUCTURE

Build an open, interoperable O-RAN infrastructure. Operators should together build an

interoperable European open radio access network (O-RAN) for 5G. The O-RAN model*® is a new
kind of RAN with an open infrastructure centred on software. Its open, interoperable framework
enables devices to switch seamlessly between diferent networks. That means, for example, that
devices used in critical systems — say, in transport or manufacturing — can continue to operate
in diferent locations and are protected against potential network failure.

This ability makes it easier for networks to mutualise their eforts and resources. O-RAN
should be operated through a fair business model that uses sharing schemes. For instance,
infrastructure could be provided as a service to third parties competing on the service layer.

38 Radio Access Networks (RAN) are antennae that facilitate the connection of devices over a network. In the past they were built
using vendors' proprietary technologies, which had limited interoperability.

© Oliver Wyman
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Focus on vertical industries relevant to European competitiveness. Operators should test
new standards at scale in industries where Europe is a leader. These include the transport and
automotive sectors, where Europe accounts for about 25 percent of global value added (GVA);
energy, where it is at 28 percent; and healthcare, also with 28 percent of GVA. Clusters of large
laboratories could form islands of connectivity and innovation, where technology would be
tested and scaled. Other issues, such as the impact of regulatory changes, could also be studied.
Europe could consider fostering the creation of these islands by easing or lightening regulation.

Design Ft-for-purpose 5G regulation. Specifc regulation is needed at EU level to ensure
that data transmitted by 5G is secured and regulated. A frst “5G security toolbox” — set of
measures for an EUcoordinated approach to secure 5G networks — exists and needs to be
expanded with additional features such as data audits, which could be overseen by national
telecommunications regulators.

Support infrastructure creation. Telecom operators could be allowed to issue “digital bonds”
to ease the burden of long-term funding for 5G and other digital projects. Just like green bonds,
which fund environmental projects, digital bonds would beneft from tax exemptions and credits.
The EU could also introduce a Europe-wide tax-beneft programme to encourage investment

in tech R&D; this could be similar to the CICE tax programme (Tax Credit for Employment

and Competitiveness) that operated in France from 2013 to 2019. The cost burden of digital
infrastructure could also be reduced through tax cuts or by using European transformation
funding, such as the Digital Europe programme.

Regulators should not hinder consolidation of the fragmented telecommunications landscape.
They should evolve the current frameworks that govern the general competition implementation
of the EU Directorate-General for Competition in instances where consolidation would improve
capital efFciency, build Europe’s digital capabilities, and have no adverse impact on consumers.

BUILD A EUROPEAN CLOUD AND EDGE INFRASTRUCTURE

Support a pan-European project to build a distributed cloud and edge infrastructure. This
project would provide data infrastructure and related services with European “DNA” — that is,

in a way that both allows the development of new use cases and complies with Europe’s strict
data protection rules. One possible basis could be the Franco-German initiative Gaia-X, which
has been conceived with a similar aim. Despite being at a preliminary stage, Gaia-X has received
backing from more than 100 organisations and corporations.

Europe can take lessons from the success of some previous coalitions, notably Amadeus and
Airbus. Amadeus — the global distribution system (GDS) that provides search, pricing, bookings
and other services for travel providers and agencies — grew out of a partnership between
multiple airlines. They wanted to create an alternative to the US GDS. Since its foundation in
1987, Amadeus has become one of the largest GDSs in the world, and it now has a market
capitalisation of €32 billion.
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Store data in Europe and encourage the use of European domain names. To keep European
data stored in Europe, a distributed infrastructure and ecosystem of services should be set up.
European companies should be encouraged to use European domain names (“xxx.eu”), and

it should be made easier for all Europeans to obtain email addresses based on such domain
names. This will help to give people secured, European digital identities, which can be stored by
a sovereign European aggregator. The necessary infrastructure to do this securely could be built
using blockchain technology.

At the same time, Europe must upskill and reskill its workforce through public-private
partnerships and a mandatory digital school curriculum, where students would learn the
basics of Al, cybersecurity, and blockchain. European countries should stop building concurrent
initiatives and instead share resources and best practices.

DEVELOP A EUROPEAN CYBER LEADER

Link European defence budgets and cybersecurity. Linking European cybersecurity and
defence could boost funding and innovation for the development of cyber technologies

for use in both military and civilian areas and developing cutting-edge decentralised (zero-
knowledge) security products. It could enable the creation of a European cyber leader that
combines cybersecurity with Al to detect and autonomously respond to cyber threats missed by
legacy systems.

Support voluntary data sharing. Private and public European companies should consider
ecosystems beyond the walls of their organisations, so that they can mutualise assets and share
data for cybersecurity the natural choice. Some existing organisations could form the basis for
future cooperation. In the public sector, the European Computer Emergency Response Team
leverages IT security experts and information across EU institutions and agencies. In the private
sector, several alliances have emerged, including the Cyberthreat Alliance, the Global Cyber
Alliance, and the Trusted Computing Group.

Build a European cyber-expert campus. Europe must create a leading cybersecurity campus to
attract, educate, and retain the best talent by combining cyber capabilities with Al applications.
Such institutions already exist at the local level and should now be expanded across Europe.
Cyber research and development hubs on the campus will be instrumental in attracting and
retaining such talent.

Build European standards. A European cyberproof label would raise awareness among users
and promote the development of European cybersecurity capabilities. Cyber-proof labels
already exist in countries such as France, but they should be promoted at a larger scale for
standardisation. Each citizen should be part of the solution; cybersecurity should be embedded
in Europe’s DNA.
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CONCLUSION

We think there are good reasons to be optimistic about Europe’'s prospects in the digital future.

5G is a technological turning point, and it presents an opportunity for fundamental change in
the ways that digital services operate in the economy and wider society. In particular, Europe
has an opportunity to regain sovereignty in a feld that has till now been dominated by non-
European companies.

Success will require action on a large scale, fast. Greater investment will be important but
not sufFcient. To succeed, Europe must fnd its own digital path, aligned with values such as
cooperation and security. If Europe turns ideas into action, results will follow.
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